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Appendix 4 (1) 

 
Report No. BRK/08/16 – Final Report issued 17 April 2008 

 

Audit of the Cabinet Office, reviewing Marketing, Consultation, Press and Public 
Relations, Democratic Services, Data Protection and Freedom of Information, plus 
Customer Services (although the latter has recently moved to the Transformation 
Directorate) 

 
Audit Opinion 

Substantial assurance given 

 

Rationale supporting Award of Opinion 

§ Whilst there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk. 

§ There is evidence that the level of non compliance with some of the control processes 
may put some of the client’s objectives at risk. 

§ This system has not previously been audited and so no comparison is possible with 
previous findings.   Hence, no direction of travel indicator can be given. 

 

Summary of Findings 

 

Cabinet Office 

Marketing, Consultation, Press and Public Relations  

Existing controls were found to be operating satisfactorily in all areas reviewed, although 
some weaknesses were noted over the receipt of income and related deductions for fees and 
charges for the sale of advertising space in ‘Breckland Voice’. 

Democratic Services  

Existing controls were found to be operating well in the areas reviewed. 

Data Protection 

Whilst registrations were up to date and there was evidence that subject access requests are 
being appropriately dealt with, weaknesses exist in other areas examined.  In particular, there 
has been no formal training provided on data protection-related issues either locally or 
corporately, although the Deputy Chief Executive agreed at the exit meeting to provide this 
training, based on his professional expertise in this area and that on Freedom of Information 
matters.  Assurances were also given by the Deputy Chief Executive that the existing Data 
Protection Policy is reflective of current legislation, although there was no formal evidence to 
confirm regular review to substantiate this level of control, e.g. formal sign off.  A formal 
control record for recording all subject access requests would also enhance existing controls 
by providing a log or overview of requests received and responses provided. 

Freedom of Information (FOI) 

Whilst controls existed over the recording and monitoring of requests for information, similar 
to the policy on Data Protection, the Deputy Chief Executive subsequently confirmed the 
Council’s FOI Policy was complaint with legislation. Controls would be enhanced if evidence 
to confirm this existed.  The formal training agreed with the Deputy Chief Executive at the exit 
meeting should ensure that officers are fully aware of their requirements on FOI matters. 



There is also a need to ensure statutory timescales are adhered to in responding to requests 
for information and to formally document reasons in cases where statutory timescales for 
responding have been exceeded. 

Transformation Directorate 

Customer Services 

Existing controls were found to be operating well in the areas reviewed. 

 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised* 

   High Medium Low 

Marketing, 
Consultation, Press 
and Public Relations 

Green Green 0 1 0 

Democratic Services Green Green 0 0 0 

Data Protection Amber Amber 1 0 3 

Freedom of 
Information 

Amber Amber 1 0 6 

Adequacy and 
Effectiveness 
Assessments 
(definitions are 
found in 
Appendix A) 
 

Customer Services Green  Green 0 0 0 

Total 2 1 9 

 

All 12 recommendations put forward, have been agreed with management. 
 
As can be seen from the above table, 2 High Priority Recommendations were made 
concerning: 
 

Data Protection 

Training 

A training programme for all staff and for Members should be introduced on the requirements 
of the Data Protection Act.  This should be supplied by an external provider in the first 
instance with refresher courses run periodically, e.g. annually, to ensure any updates are 
covered and to maintain awareness. 

Freedom of Information 

Recording and Processing of Requests 

Requests for information under the Freedom of Information Act should be provided within the 
20 working day target.  Where the deadline is exceeded, the reason(s) for not meeting the 
target should be formally documented, in order to provide adequate audit trail information.  In 
order to prevent deadlines being exceeded, copies of reminders sent by the Standards Officer 
five days before the deadline should be escalated upwards, e.g. to the Deputy Chief 
Executive or other suitably designated officer, in order to provide additional monitoring of the 
outstanding response by senior management. 

 



Appendix 4 (2) 

Report No. BRK/08/18 – Final Report issued 2 May 2008 

 

Audit of Affordable Housing 

 

Audit Opinion 

Limited assurance given 

 

Rationale supporting Award of Opinion 

§ Weaknesses in the system of internal controls are such as to put the client’s objectives at 
risk. 

§ The level of non-compliance puts the client’s objectives at risk. 

§ This system has not been audited previously and, therefore, no comparison is possible 
with previous findings.   Hence no direction of travel indicator can be given. 

 

Summary of Findings 

Although no specific reference to risks associated with affordable housing was apparent 
during 2007/08, this is being remedied through the setting up of corporate/strategic risk 
registers for 2008/09, which will be subject to regular ongoing monitoring.  This will include 
those risks being faced in respect of the provision of affordable housing. 

 

The Council’s Affordable Housing Policy, adopted on 31 July 2003, is not reflective of the 
existing thresholds for determining qualifying sites as they have been superseded by those 
stated in guidance (PPS 3) issued by the Department for Communities and Local 
Government, which was issued in November 2006 and became effective from April 2007. The 
Council has set a target of revising the Affordable Housing Policy ready for approval by 
Cabinet at their meeting in November 2008. The thresholds stated in PPS 3 will be included in 
the new Policy until the new Local Development Framework (LDF) has been through the 
statutory consultation process, prior to adoption by the Council.  

 

There is a need to maintain up to date records of all ongoing schemes. Furthermore, the 
introduction of a formal programme of meetings (Forums) with Registered Social Landlords 
(RSLs) - housing associations and societies regulated by the Housing Corporation in the 
Breckland district with attendance and key decisions recorded, will further enhance 
arrangements for monitoring the progress with all affordable housing schemes.   

 

We were unable to confirm the affordable housing appraisal process for all cases tested, 
despite assistance from the Principal Housing Officer, as files retained in Strategic Housing 
were poorly constructed with no formal indexing or checklist.  Although we were satisfied that 
affordable housing considerations were met in these instances through the approvals 
process, it is of concern that the appropriate evidence could not be located. However, 
management have taken steps since our original review to ensure all files are now 
appropriately indexed with sections added to ensure all key documents, including those 
relevant to affordable housing, are filed separately and more easily accessible.  

 

Weaknesses were also evident over the recording and filing of completion certificates and 
maintenance of accurate records for completed units.  The completion of units is a local 
performance indicator and will become a national indicator for 2008/09.  Whilst performance 
reported in the Council’s performance system (TEN) for quarter 2 indicated that the target had 



been achieved; only two of the 19 completion certificates could be provided in evidence. In 
addition, whilst we were informed that the annual target of 80 units would be surpassed, we 
were unable to substantiate this, due to the absence of any detailed records against which to 
measure performance. 

 

There is a need for improved communications between Planning and Strategic Housing for 
reviewing all new and existing applications to ensure all qualifying developments are 
captured.  The recording of issues covered and attendance at Planning meetings would also 
enhance this control since we were unable to verify this from existing arrangements. 

 

Whilst we were able to confirm receipt of commuted sums, controls could be enhanced 
through periodic reconciliations, e.g. six monthly or year-end reconciliations, between records 
held in Strategic Housing, Planning and those in Integra. 

 

Although RSLs have agreed in principle, controls over nomination rights need to be formally 
documented, including sign up by the RSLs to agreeing 100% rights from the common 
housing waiting list. 

 

There is a need to ensure nomination rights are clearly defined in the legal agreements (s.106 
Agreements) before they are signed off and become legally binding.  This could be achieved 
through requesting sign off of the final version of the s.106 Agreement before it is signed by 
the developer.  Failure to do so could leave the Council open to disputes or legal challenge 
from RSLs if they are not explicitly stated. 

 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised* 

   High Medium Low 

Adequacy and 
Effectiveness 
Assessments 
(definitions are 
found in 
Appendix A) 
 

Affordable Housing Green Red 2 8 1 

Total 2 8 1 

 
All 11 recommendations put forward, have been agreed with management. 
 
As can be seen from the above table, 2 High Priority Recommendations were made, as 
follows: 
 

§ The provision of nomination rights should be clearly defined in all new s.106 agreements 
and should be a standard clause in the model agreement currently being drafted.   

 

§ The final version of the s.106 agreement should be signed off by Strategic Housing before 
it is signed by the applicant, in order to confirm that all affordable housing conditions have 
been correctly covered. 

 

 



 

 

Appendix 4 (3) 

Report No. BRK/08/20 – Final Report issued 29 May 2008 

Audit of Remote Access, Local Area Network (LAN) and Wide Area Network (WAN) 

 

Audit Opinion  

Limited assurance given 

 

Rationale supporting Award of Opinion 

§ Weaknesses in the system of internal controls are such as to put the client’s objectives at 
risk. 

§ This opinion results from a number of key weaknesses in the control environment 
including inadequate risk assessments and management of these risks. 

 

Summary of Findings 

Remote Access 

The main remote access solution uses the Watchguard Firebox X1000 firewall solution with 
approximately 114 remote access user accounts implemented. The solution provides a pass 
worded and encrypted virtual private network (VPN) connection over the Internet. There was 
scope identified for review of user access and session timeout configured on this system. 
Other remote access is provided using modems linked to PC’s running PC Anywhere 
software. No logical access controls are configured on these modems although they should 
be physically disconnected when not in use, however, it is the intention of ICT to discontinue 
the use of the 'PC Anywhere' facility which in turn would remove the councils risk exposure 
once implemented. The firewall solution provides traffic capacity reports although no regular 
review of such reports in relation to remote access is currently carried out. 

LAN & WAN – There is adequate network documentation, but there are inadequate controls 
in relation to change management and User administration.  The ICT Strategy is out of date 
and has been overtaken by events.  The scope and applicability of the Information Security 
Policy is also limited and has not been formally circulated to all staff.  Of particular note is the 
absence of a formal risk assessment in respect of the network and infrastructure.  At the 
present time, the contracted support provided by BT for the Network Switches and Routers is 
not subject to a formal Service Level Agreement (SLA).  

 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised* 

   High Medium Low 

Remote Access Amber Amber 0 4 2 

Adequacy and 
Effectiveness 
Assessments 
(definitions are 
found in 
Appendix A) 
 

LAN & WAN Red Amber 2 6 2 

Total 2 10 4 

 



All 16 recommendations put forward, have been agreed with management. 
 
As can be seen from the above table, 2 High Priority Recommendations were made in 
relation to LAN and WAN, and these were as follows: 
§ A formal risk assessment relating to the Network Infrastructure should be conducted; and, 
§ The requirement for compliance with the Information Security Policy in relation to change 

management should be reinforced to those wishing to make changes to any aspect of the 
live processing environment. 

 

 

 

 

 

 



Appendix 4 (4) 

Report No. BRK/08/22 – Final Report issued 16 April 2008 

 

Audit of Anglia Revenues and Benefits Partnership – Management Arrangements 

 

Audit Opinion and Direction of Travel 

Substantial assurance given, with a minor deterioration in the direction of travel 

 

Rationale supporting Award of Opinion 

§ The system of internal control was basically sound with only one minor weakness in 
internal control on performance reporting. 

§ The system has been audited before by the previous audit provider.   There has been a 
minor deterioration in the direction of travel. 

 

Summary of Findings 

In this section, we set out a summary of our findings.  This is a balanced summary where 
possible.  Where weaknesses are identified, full details of these are included in the 
recommendations raised. 

Existing controls were found to be operating well over the areas reviewed, although some 
minor discrepancies were noted over the reporting of performance data between the ARBP 
records and those through Breckland’s corporate reporting systems (TEN). Effectively the 
ARBP was using targets from a draft version of the Council’s Annual Delivery Plan produced 
in March 2007 and not those in the approved version produced in June 2007, which also 
agreed to those in the Best Value Performance Plan provided to the Audit Commission. 
Whilst this did not highlight any adverse performance within the ARBP, it would have shown 
that some outcomes were less favourable under the corporate traffic light system used for 
performance monitoring in relation to the outturns reported in the ARBP’s January 2008 
figures i.e. three indicators shown as ‘green’ indicating performance was on target to ‘amber’ 
indicating slightly under target.  

One other minor issue was the need to formally minute weekly meetings of the ARBP’s 
Operational Board. However, this was implemented during the course of the audit, evidence 
was seen and therefore there is no need for a recommendation to be made.  

We established that seven recommendations were made as part of the 2006/07 Internal Audit 
on the ARBP (BRK07/13), these recommendations have been confirmed as implemented.  

We established that six of the 12 recommendations made in the final Internal Audit report 
issued in August 2007 on the transfer of the East Cambridgeshire caseload during 2007/08 
(Audit No. BRK/08/25) had been implemented, with the implementation of the remaining six 
recommendations still ongoing. The progress of the six ongoing recommendations are being 
monitored by Internal Audit through a separate programme of follow up on previous audits 
across Breckland Council and had not therefore been included in this report. 

 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised* 

   High Medium Low 

Adequacy and 
Effectiveness 
Assessments 
(definitions are 
found in 
Appendix A) 
 

Management 
Arrangements – 
Performance 
Monitoring 

Green Amber 0 1 0 

Total 0 1 0 

 



Management endorsed the audit recommendation made. 

 

There were no high priority recommendations arising from the audit. 

 



Appendix 4 (5) 

Report No. BRK/08/23 – Final Report issued 20 May 2008 

 

Audit of Accountancy Services 

 

Audit Opinion and Direction of Travel 

Substantial assurance given, with a minor deterioration in the direction of travel 

 

Rationale supporting Award of Opinion 

The system of internal control was basically sound with significant improvements since the 
last audit in this area, showing an improvement from one High, six Medium and four Low 
Priority recommendations being made to two Medium and four Low Priority recommendations 
in this report.   Thus there has been a positive improvement in the direction of travel.  

 

Summary of Findings 

Asset Register 

Existing controls were found to be operating over all areas covered, particularly with regards 
the successful migration of the new Asset Register module on Integra 3, which included the 
successful balancing of the register for the whole of 2007/08.  The setting up of the new 
register should allow for more accurate and timely reconciliation of acquisitions, disposals and 
the calculation of depreciation and impairments with the introduction of class codes linked to 
the general ledger.  The one slight improvement could be the introduction of an automated 
process for selecting assets for revaluing as part of the Council cyclical revaluation 
arrangements.  Assets are currently selected manually for review by the District Valuer. 

Treasury Management 

The Council’s treasury management arrangements were found to be operating effectively, 
although performance was marginally less favourable for 2007/08 when compared to that 
achieved previously by the external fund managers.  Nevertheless, the Council’s view of 
security over yield on investments is considered acceptable given the financial climate during 
the year.  Although not part of our sample testing, it was clear that the Chief Accountant had 
briefed both the Leader and the Chief Executive on the Council’s £2m investment with the 
Northern Rock until 31.07.2010, in order to alleviate any fears.  Essentially, the investment is 
deemed secure with favourable credit ratings with the bank being backed by the Government. 

Control Accounts 

Control accounts were being reconciled regularly, including at year-end for 2007/08.  One 
minor lingering issue from the previous audit regarding segregation of duties between the 
reconciliation and day to day operation of those functions still exists, although agreed actions 
with the Chief Accountant at the time of the previous audit to mitigate those risks were found 
to be in place and operating for the most part.  However, we did have some concerns that the 
Payroll control account (No 777) was not listed on the formal timetable for account 
reconciliations and had not been independently signed off in two of the three months 
examined.  Whilst the risk previously highlighted over the lack of segregation is mitigated in 
that the responsible officer has no access to the Payroll function, concerns are expressed that 
such key reconciliations are not independently reviewed.  The fact that this account was not 
separately listed and there is no formal requirement to sign off of the Control Account 
timetable at period end effectively allowed this weakness to remain undetected.  It should 
though be noted that the year-end reconciliation for 2007/08 had been reconciled to a zero 
balance and subjected to independent review. 



Bank 

We found that the Council followed procedures in the appointment of the Cooperative Bank 
plc, its new bankers with effect from 01.04.07 in terms of compliance with the Contract 
Standing Orders.  However, the procurement arrangements (via ESPO in conjunction with 
Broadland and Kings Lynn Councils) will be covered in more detail in a separate audit on 
Procurement due later in quarter 1 (2008/09).  We were, however, unable to locate a copy of 
the contract that had been signed by the Council.  The version provided to us had only been 
signed on behalf of the Cooperative Bank plc. 

Bank Reconciliation 

The Council is, from April 2008, moving to automated bank reconciliations and, as such, upon 
completion of the first month’s reconciliations, will need to complete written procedures to 
ensure all officers involved in the process are aware of the correct procedures for their 
completion and subsequent review. 

Budgetary Control 

Controls over the Council’s budget setting and monitoring were also found to be operating, 
although could be enhanced by introducing a control, whereby budget variances shown as 
‘Red’ on the monthly variance analysis reports for more than two consecutive months without 
satisfactory action, are escalated to a higher level for, e.g. Corporate Management Team to 
ensure remedial action is agreed more promptly. 

 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised* 

   High Medium Low 

Treasury Management Green Green 0 0 0 

Control Accounts Amber  Amber 0 1 0 

Bank Green Green 0 1 1 

Bank Reconciliations Green Green 0 0 1 

Asset Register Green Green 0 0 1 

Adequacy and 
Effectiveness 
Assessments 
(definitions are 
found in 
Appendix A) 
 

Budgetary Control Green  Green 0 0 1 

Total 0 2 4 

 

All audit recommendations were accepted by management. 

 

There were no high priority recommendations arising from the audit. 

 

 



Appendix 4 (6) 

Report No. BRK/08/26 – Final Report issued 16 April 2008 

 

Audit of Mobile Phones, 3G Cards and Broadband Usage 

 

Audit Opinion 

 

No assurance could be given 

 

Rationale supporting Award of Opinion 

 

§ Control processes are generally weak leaving the processes/systems open to significant 
error or abuse. 

§ Significant non-compliance with basic control processes leaves the processes/systems 
open to error or abuse. 

§ This opinion results from the number of High Priority recommendations. 

§ This system has not previously been audited, so there is no comparison possible with 
previous findings.   Hence, no direction of travel can be given. 

 

Summary of Findings 

Policy 

Following discussions with key officers, we confirmed that the Council does not have a formal 
written policy or procedures concerning the purchase and usage of Mobile Phones, 3G cards 
and Broadband.  Without a formal policy or procedures, staff will lack guidance regarding the 
purchase or usage of these and the Council may not be in a position to identify and take 
action for misuse of the facilities. 

In addition, there is no policy covering eligibility criteria for mobile phone, 3G cards and 
Broadband services.  Currently, line managers request such facilities for their staff via email 
or telephone communications, giving reasons as to why these services are required. It is 
important to note however, that no guidelines have been produced to clarify what constitutes 
reasonable justification for staff to qualify for these services. Furthermore, there is no policy 
distinction defining what members and officers are entitled to procure. 

Responsibility 

One officer has responsibility for overseeing the order, issue and return of mobile phones, 3G 
cards and Broadband services.  However, this responsibility is not formally documented to 
detail the procedures incorporated into this role. 

This also raises an issue concerning the segregation of duties involved in ordering, issuing 
and returning equipment, which increases the risk of unnecessary or inappropriate equipment 
being ordered, and equipment being kept for personal use or sold on for personal gain. 

It was discovered during testing that the ordering of mobile phones was not highlighted within 
the authorisation system built into Integra, as each standard handset order was not incurring 
an up-front cost to the Council, due to the equipment credit offered by Vodafone.  Purchase 
orders are not raised for mobile phone orders and therefore are not subject to the current 
authorisation procedures. 

Charges and Contracts 

We were advised that the contract with Vodafone for mobile phones and 3G cards was 
renewed in September 2007, retaining the terms and conditions from the originally negotiated 



contract in September 2005.  However, neither a copy of the original contract, nor the 
renewed contract could be provided. Line rental for the Council’s mobile phones is £4 per 
month, which excludes call charges and includes a minimum two year term for each individual 
mobile phone ordered. 3G cards are currently charged at £25 per month; however, 
discussions are currently taking place with Vodafone to reduce these charges. 

Since the extension of the Council’s contract with Vodafone (mobile phones), officers 
receiving upgrades have only been offered one choice of mobile handset, the Nokia 6021.  
This is a basic model, which meets the operational requirements of the Council.  In addition, 
some Members and senior managers are currently using a “smart phone” handset model. 

We established that just over half the Council’s workforce, i.e. 177 staff members as per the 
January 2008 payroll were in receipt of mobile phones. 

The Council’s contract with BT includes telephone lines and Broadband services and the 
contract was renewed in November 2007.  The Council has a standard package for the 
Broadband services.  This is the ‘BT Total Broadband Business Access Option 2’, which 
carries an installation charge of £106, a monthly Broadband charge of £29.99, and a separate 
line rental charge of £41.15 per quarter.  Whilst the form signed to extend this contract was 
provided to Internal Audit, the terms and conditions for the Broadband service could not be 
located. 

Both the Vodafone and BT contracts were renewed in the current financial year.  However, 
we were unable to verify that a business case or market testing was conducted to confirm that 
extending the current contract was the best value for money solution. 

Monitoring and Recording 

The record for each mobile phone user is maintained through the Vodafone Corporate Online 
(VOC) webpage.  This is a special login page for business customers and is only accessible 
to the Members IT Liaison Officer and the Senior Accountancy Assistant.  In order to update 
Integra, Finance will extract the information from the VOC site and enter it onto a journal, 
before importing into Integra.  Monitoring does not include reviewing the use/misuse of these 
services or the checking of invoiced charges.  Consequently, overpayments may not be 
detected if staff were to leave without having returned their phones, and without Finance 
being notified. 

Another issue identified relates to the area of business and personal use for mobile phones.  
Vodafone provide a “Management Information Summary” every month detailing the mobile 
phone and 3G-card usage for that month.  This includes details on the total charges per 
month, call classifications, the highest spending handsets, call activity volume (i.e. number of 
calls per day) and the average call volume through periods in the day.  This facility is not 
currently utilised by the Council and there are no restrictions on personal use. 

Once a mobile phone, 3G card or Broadband equipment has been delivered, the staff 
member receiving the service is not required to sign for receipt or enter into a contract to state 
that they will adhere to the Council rules, which increases the risk of excessive or 
inappropriate use of services occurring and will limit any disciplinary action should it be 
considered necessary. 

 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised* 

   High Medium Low 

Policy Red Red 1 2 0 

Responsibility Red Amber 4 0 0 

Charges and 
Contracts 

Red Red 4 0 0 

Adequacy and 
Effectiveness 
Assessments 
(definitions are 
found in 
Appendix A) 
 

Monitoring and 
Recording 

Red Red 5 0 1 

Total 14 2 1 

 



All 17 recommendations received management’s endorsement. 
 
The 14 High Priority recommendations were in the following areas: 

• Policy – Written Policy and procedures 

A written Policy and procedures should be produced, approved and distributed to 
staff. 

• Responsibility – Responsibility defined in the Policy 

Responsibilities for managing mobile phones/3G cards/Broadband should be clearly 
defined. 

• Responsibility – Equipment Request form 

Equipment request form to be completed with justification. 

• Responsibility – Segregation of duties 

Segregation of duties should exist between the ordering, issuing and the returns. 

• Responsibility – Independent Authorisation 

All orders of Mobile Phones should be independently authorised. 

• Charges and Contracts – Contract Agreements 

A Copy of the Contract Agreements should be acquired and held on file. 

• Charges and Contracts – Reconciliation 

There should be reconciliations between Council records and supplier's bills. 

• Charges and Contracts – Review of value-for-money 

The Policy should state how value-for-money is reviewed for the service provision. 

• Charges and Contracts – Accuracy Checks 

Charges should be checked for accuracy and consistency. 

• Recording and Monitoring – Handover form 

A form should be completed to confirm the handover of equipment. 

• Recording and Monitoring – Review of usage 

           There should be regular reviews of Mobile Phone usage. 

• Recording and Monitoring – Officer responsible 

An officer should be made responsible for Vodafone/BT billing system. 

• Recording and Monitoring – Policy on return of equipment 

The Policy should clearly state the process for return of equipment. 

• Recording and Monitoring – Business and Personal use guidance 

           Guidelines should clarify business and personal use.  
 
 

 


